Opening a port on the Microsoft Firewall

Go to start, control panel, and click on windows firewall. This box should appear:

%= Windows Firewall

Gereral | Exception: | Advanced

iz helping to pratect your PC

Windows Firewall helps pratect your coriputer by preventing unautharized users
fram gaining access ba your camputer through the Intermet ar a nebwark.

Thiz =etting blocks all outside zowrces from connecting to this
camputer, with the exception of those selected on the Exceptions tab.

[~ Don't allow exceptions

Select this when you connect bo public networks in legs secure
locations, such as airports. vou will hot be natified when Windows
Firewall blocks programs. Selections on the Esceptions tab will be
ignored,

@ C o

Awnid using this zetting. Turning off wWindows Firewall may make this
computer more vulnerable o vinuzes and intruders.

For infarmation, see the Microsoft Web site.

QK. I Carcel |

Click on exceptions. Then click on add port. In here you will add a name for your
port, and the port number.

Add a Port

|Jze these settings to open a port through Windows Firewall. To find the port
rumber and protocol, consult the documentation for the program ar service pou
want o uze.

Marme: Ipolt 7335

Port number: |?8951

& ICP & UDP

LChange scope... | Ok Cancel




In this example, we added port 7895. The name can be anything but the port
number must be exact.
TCP is the protocol to use unless UDP is specified.

Click ok.

Make sure your new port is ticked in the next screen

% Windows Firewall

General Exceptions I A dvanced

windawsz Firewall iz blocking incoming network, connechions, except for the
programsz and zervices telected below. Adding exceptions allows some programs
to work, better but might increaze your security rizk.

Programz and Services:

Mame |
(M Fil= and Frinter Sharing
port 7895

Remote Desktop

O UPKF Framewark,

Add Progran... | Add Part. .. I Edit... Delete

v Display a notification when ‘Windows Firewall blocks a program

] | Cancel |

If you need to add any more ports, repeat the process. If not, click ok and you’re
done.



